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(57) Abstract 

In a radio communications unit with several transceivers communicating in different frequency bands, a signal parameter of a selected 
channel is monitored in order to detect interference due to intermodulation products. The select channel is for example used by a long 
range radio communications link and the interfering channel on a short range radio link. Once the channel causing interference has been 
identified, transmissions on it are prevented. 
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INTERFERENCE PREVENTION IN A RADIO COMMUNICATIONS SYSTEM 

TECHNICAL FIELD OF THE INVENTION 

This invention relates to a radio communications 
unit, and in particular to a unit of the type which 
communicates -over a network with a satellite or 
cellular system, and which communicates over a short 
range radio link with a remote unit such as a portable 
handset. In particular, the invention relates to a 
unit of this type in which interference, on a channel 
over which the unit communicates with the network, 
caused by transmissions on the short range radio link, 
can be avoided. 
BACKGROUND OF THE INVENTION 

Radio communication units have been proposed, 
having one transceiver for communicating over, say, a 
satellite network, and a second transceiver for 
communicating over a short range radio link with a 
remote unit such as a portable handset. 

A potential problem with such units is that, if 
there is a third party transmitter located close to the 
unit, or to the remote handset, operating in a nearby 
frequency band, it may together with the transmitter on 
the short range link produce intermodulation products 
which can interfere with reception of signals on the 
long range communications link. Typically, the short 
range radio link uses a frequency hopping system, in 
which communications are transmitted over a large 
number of channels, which are used in sequence. It is 
probable that only one of these channels will, together 
with the third party signal, produce an interference 
signal on the channel used by the long range radio 
link. 

Various systems are known for avoiding 
interference. For example, EP-0781066 describes an 
arrangement in which interference signals are monitored 
on a number of channels, and channels with .unaccept ably 
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high levels of interference are not used. WO95/08246 
discloses a frequency hopping system, in which 
interference levels are monitored on the available 
channels and, if it is determined that the interference 
level on a channel is high, this" channel can be 
discarded from the frequency hopping sequence which is 
used. 

Thus, these systems involve detecting interference 
on a particular channel and, when interference is 
detected, avoiding the use of that channel . 
SUMMARY OF THE INVENTION 

In accordance with the invention, the problem 
which is sought to be solved involves interference on a 
channel used by one transceiver, caused by 
transmissions on a different channel by another 
transceiver. 

In accordance with the invention, the interference 
is detected on one channel, for example used by a long 
range radio communications link and, if interference is 
detected, use of another channel, for example on a 
short range radio link, which is causing that 
interference signal to appear is suspended. 

This allows the unit to continue communications 
with the network on the already allocated channel, 
altering only the pattern of communications on the 
short range radio link. 
A BRIEF DESCRIPTION OF DRAWINGS 

Figure 1 is a block schematic diagram of a radio 
communications unit in accordance with the invention. 

Figure 2 illustrates the frequency bands used by 
the unit, and the signals appearing therein. 
DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 

Figure 1 shows a system in accordance with the 
invention. A radio communications unit 2 includes a 
first antenna 4, connected to transceiver circuitry 6, 
for communication over a radio communications network. 
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In this illustrated embodiment of the invention, the 
transceiver circuitry 6, and antenna 4, are adapted for 
communication over a satellite network, transmitting 
signals to and receiving signals from low orbit 
5 satellites, with received radio ' frequency signals in 

the range from 2480MHz to 2500MHz. 

However, it will be appreciated that the invention 
is applicable to systems operating over other radio 
communications networks, for example cellular networks. 
10 The transceiver module 6 is connected to a 

baseband and control module 7, to which it sends 
received data signals, and from which it receives data 
signals for transmission and tuning and power control 
data. 

15 The unit 2 further comprises a second antenna 8, 

and transceiver circuitry 10, for communications over a 
short range radio link. The transceiver module 10 is 
connected to a baseband and control module 11, to which 
it sends received data signals, and from which it 

20 receives data signals for transmission and tuning and 

power control data. The baseband modules 7, 11 are 
connected together for the transfer of voice or other 
signals received on one RF link for transmission on the 
other RF link. 

25 Figure 1 also shows a portable handset 12, having 

an antenna 14, for communication over the short range 

link with the unit 2. 

Although in this illustrated embodiment the unit 

12 is described as a portable handset, it will be 
30 appreciated that this unit may be any device which is 

located remotely from the main unit 2, or at least is 

movable relative thereto. 

The system 2 further comprises a controlling and 

interfacing unit 16, which controls the overall 
35 operation of the device, and, in particular, sends and 

receives signals to and from the baseband and control 
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modules 7, 11. Specifically, the control unit 16 
receives data from the satellite baseband and control 
module 7, relating to the satellite link, such as the 
quality of the link and the channels which are in use. 
5 The control unit 16 then includes the relevant 

circuitry for detecting interference as discussed 
below, and issuing control signals, in particular for 
the control of the short range link. The baseband 
modules 7, 11 and control unit 10 may be separate only 
10 in the software domain, without being separate physical 

devices . 

The short range radio link, between the main unit 
2 and remote unit 12, operates in the Industrial 
Scientific and Medical (ISM) band of the radio 

15 frequency spectrum, from 2400MHz to 2480MHz (see 

document IEEE 802.11). This has the advantage that, in 
many countries, users do not need to be licensed. 
However, a consequence of this is that signals may need 
to be transmitted in the presence of large interfering 

20 signals in the same band. For example, there may be 

other nearby communications users, but even microwave 
ovens can transmit relatively large signals in this 
frequency band. 

Figure 1 shows such a source 18 of interfering 

25 signals. 

In order to allow the short range radio link to 
operate successfully in the presence of such 
potentially interfering signals, it uses a frequency- 
hopping spread spectrum 4FH-CDMA) system. This means 

30 that there are a large number (perhaps 50 or 100 or 

more) of channels allocated for transmissions on the 
link, and the transmissions take place on each of these 
channels in succession, using a predetermined 
pseudorandom sequence. In a preferred embodiment of 

35 the invention, 80 such channels are. used. Although 

there may be interference on a small number of the 
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channels which are used, only a small proportion of the 
total data will be lost. Then, data interleaving, and 
error correction, can be used to ensure that errors as 
a result of the interference do not occur together in 
5 bursts within the received signal, and can be 

compensated. 

However, this does not apply to the transmissions 
sent to the satellite network, which use direct 
sequence spread spectrum (DS-CDMA) , operating on a 

10 single channel at a time. 

Figure 2 is a representation of the relevant part 
of the frequency spectrum, illustrating the relevant 
signals. As mentioned above, the ISM band, in which 
the short range radio link transmits, is from 2400MHz 

15 to 2480MHz. The transceiver 6 receives signals from 

the satellite on a channel in the frequency range from 
" 2480MHz to 2500MHz. 

As also mentioned above, the short range radio 
link operates on a frequency hopping principle, which 

20 means that it uses a large number of channels in the 

relative frequency band, in predetermined sequence, 
each for only a short time. Figure 2 shows a signal 30 
appearing at one such frequency in the ISM band. Also 
shown in Figure 2 is a signal 32, appearing at a 

25 different frequency in the ISM band. As mentioned 

above, this signal may be transmitted by another 
unlicensed communications user, or may even be emitted 
by a non- communications source, such as a microwave 
oven . 

30 As is known, nonlinearities in the RF components 

of the receivers will cause intermodulation products to 
be developed when the signals 30, 32 are combined. The 
third order intermodulation products, indicated in 
Figure 2 by the reference numerals 34, 36, will appear 

35 to either side of the two original signals 30, 32. 

Thus, as shown in Figure 2, the intermodulation 
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product 36 appears in the receive band of the 
transceiver 6. Therefore, assuming that the signal 32 
is at a constant frequency, then, as the frequency of 
the signal 30 hops from one channel to another, the 
5 intermodulation product signal 36 will appear at 

different channels in the same sequence. 

When the intermodulation product signal 36 appears 
on a channel on which the transceiver 6 is attempting 
to receive signals, it will cause severe interference 

10 with those signals. Moreover, because the transceiver 

6 is receiving on a constant frequency this will cause 
data to be lost. 

In accordance with the invention, therefore, steps 
are taken to prevent transmission on the relevant 

15 channel in the ISM band which is causing the 

intermodulation products to appear at the channel which 
is in use by the satellite transceiver 6 . 

The first stage is to identify the relevant 
channel in the ISM band which is causing the 

20 interference to appear on the satellite channel which 

is in use. There are many ways in which this can be 
done . 

For example, the quality or signal strength of 
signals received by the transceiver 6 can be monitored 

25 in the control unit 16, and the time history of these 

measurements can be compared with the known frequency 
hopping sequence of transmissions on the short range 
radio link. The channel or channels which are causing 
the interference on the satellite link can be detected 

30 by noting the short range link channels which are in 

use at the times when the reception quality on the 
satellite link is poor or the received signal strength 
is low. 

As a second possibility, the average signal 
35 quality or signal strength, of signals received at the 

transceiver 6 , could be measured in the control unit 
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16 • The control unit 16 can then send control signals 
to the transceiver 10, suspending transmissions on each 
of the available channels in turn. During a period in 
which all of the available channels, except one which 
" 5 results in the appearance of an interfering 

intermodulation product, are used, the average received 
signal strength and signal quality will be higher than 
during a period in which such a channel is used. It is 
therefore possible to determine in the control unit 16 

10 which channels on the short range radio link are 

responsible for the interference on the satellite link. 

As a third possibility, the control unit 16 can 
control transmissions from the transceiver 10, in order 
to make a small change in the power of the signals 

15 transmitted thereby. At the same time, if the control 

unit 16 monitors the power level of signals received in 
the satellite transceiver unit 6, the relevant 
interaction mechanism can be deduced. Thus, the 
transmit level could be shifted slightly on each 

20 complete cycle of the frequency hopped sequence, so 

that, if one channel was causing the problem, the 
interference would move up and down slightly for each 
cycle of the sequence. For example, we could hold all 
the frequency hopping channels constant in level, but 

25 every time we got to channel 12 (say) , we could alter 

the level up and down alternately by 1 dB. Then, if 
the interference was caused by this channel the 
interf erer would move up and down at a rate equal to 
the repetition rate of the frequency hopping cycle. We 

30 could then effectively probe each of the channels in 

sequence . 

Alternatively, to save having to wait for each 
complete frequency hopping sequence to finish, we could 
alternately switch the transmit level on a given 
35 channel up and down slightly each time we transmitted 

on that channel, and then correlate the changes in 
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interferer level with the use of this channel. 

A further possibility is to apply an encoded 
modulation to signals transmitted on the short range 
radio link. For example, a low frequency AM signal 
5 could be applied to the transceiver. Such a modulation 

would have a negligible effect on the reception of the 
signals at the remote unit 12, but would be translated 
on to the intermodulation products resulting from 
combination with the third party signal. Therefore, if 

10 the control unit 16 looks for such a code in signals 

received at the transceiver 6, the presence of such a 
code will indicate the presence of an interfering 
intermodulation product, and the code can be used to 
identify the channel of the short range link which has 

15 resulted in that signal. Alternatively, the encoding 

applied to the signal on the short range link could be 
a small frequency or phase modulation. Further, the 
interference phase modulation could be correlated with 
the modulation pattern of the short range link. If 

20 there is any correlation, this can be used to determine 

that the interference originals in the short range 
link. 

Once it has been determined in the control unit 16 
which channel or channels on the short range radio ink 

25 are responsible for the creation of intermodulation 

products which interfere with transmissions on the 
satellite link, action can be taken to prevent further 
transmissions on that frequency. 

A preferred possibility is simply to send a 

30 control signal from the control unit 16 to the 

transceiver 10, preventing further transmissions on 
that channel. This will cause data, intended to be 
transmitted on that channel, to be lost, but, if the 
data are adequately interleaved, this will be no 

35 problem, in the same way that interleaving and error 

correction can avoid significant loss of data if there 
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is interference on one of channels in the frequency 
hopped sequence itself. Moreover, this has the 
advantage that the remote receiver 12 can operate in 
the usual way. 
5 An alternative is to send a- signal from the 

control unit 16 via the transceiver 10 to the remote 
unit 12, indicating the channels on which communication 
is to be suspended, and to negotiate a new hopping 
sequence between the transceivers 10, 12, which avoids 

10 the relevant channel or channels. 

The result is that there are no transmissions on 
the channel or channels which cause intermodulation 
products to appear on the channel of the satellite 
receiver which is in use, and the overall signal 

15 quality of transmissions on that link will therefore be 

improved . 

The monitoring steps described above can be 
repeated at regular intervals as often as is required, 
for example every 30 seconds, to detect interfering 

20 intermodulation products. Alternatively, the overall 

signal quality or signal strength can be monitored 
continuously, and steps can be taken to detect 
interfering intermodulation products only when it is 
determined that the overall signal quality of signal 

25 strength has fallen below a particular threshold. 

There is therefore described a system which allows 
improved communication with a satellite network in the 
presence of an interfering signal, without requiring 
the unit to change the channel on which is 

3 0 communicating with the satellite network. 
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CLAIMS 

1. A radio communications unit, comprising: 
a first transceiver for communicating on a 
selected one of a plurality of channels in a first 
5 radio frequency band; 

a second transceiver for communicating on channels 
in a second radio frequency band, communications taking 
place on a plurality of channels sequentially; 

means for detecting interference on the selected 
10 channel in the first radio frequency band, caused by 

transmissions on an identified channel in the second 
radio frequency band; and 

means for preventing transmissions on the 
identified channel. 
15 2, A radio communications unit as claimed in 

claim 1, wherein the means for detecting interference 
on the selected channel comprises means for monitoring 
a signal parameter on the selected channel, and means 
for comparing the time history of these measurements 
20 with the known sequence of transmissions in the second 

radio frequency band. 

3. A radio communications unit as claimed in 
claim 1, wherein the means for detecting interference 
on the selected channel comprises means for monitoring 
25 an average value of a signal parameter of signals 

received on the selected channel, and means for 
temporarily suspending transmissions on each of the 
available channels in the second radio frequency band 
in turn. 

30 4. A radio communications unit as claimed in 

claim 1, wherein the means for detecting interference 
on the selected channel comprises means for varying 
signals transmitted in the second radio frequency band, 
and means for detecting resulting variations in signals 

35 detected on the selected channel 
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